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Abstract—This paper discusses the challenges in developing
an IoT platform for registering, discovering and composing het-
erogeneous services from multiple provider types, viz., Wireless
Sensor Networks (WSNs), Web Service Providers (WSPs), and
Autonomous Service Providers (ASPs), without human interven-
tion. The platform executes a service composition in a decen-
tralised fashion, with a mechanism to detect service provider
failure and fallback to previously discovered services to complete
a service composition flow. We comment on technical and
scientific challenges involved in managing these heterogeneous,
autonomous, and resilient IoT services.

I. INTRODUCTION

The dream of IoT is to allow every thing to be a part of a
computing framework, and thereby allow new cyber-physical
infrastructures, applications, and services to be developed [1],
[2]. Although exciting, there are significant scientific and
technological challenges to be overcome before this dream
can be fully realized. These challenges arise, at least partially,
due to the heterogeneity and dynamics of things/objects and
their offered services [3]. Communication between things
and conventional computational objects (applications, web-
services, etc.) are a good example of the kinds of scientific
problems that heterogeneity introduces. In the past, computer
science has dealt with heterogeneity of application platforms,
programming languages, components, etc. by abstracting away
the implementation details, and viewing computational com-
ponents purely as a service [4]. Given multiple components,
it was sufficient to have a middleware that was able to weave
together heterogeneous services, and present a unified interface
to an application developer [S]. In the IoT world, building
an end-to-end infrastructure is vastly more challenging due to
many issues, including: (a) service heterogeneity, (b) auton-
omy of service providers, etc [3]. By service heterogeneity
we mean, variety in service description formats (e.g., web-
services typically are described by a WSDL document, while
WSNSs services typically use key-value data formats), variety
in communication patterns to access the services (e.g., web-
services typically operate as request-response, while WSNs
services typically operate using event-driven mechanisms),
variety in data transmission rates (e.g., web-services respond
according to some pre-existing QoS policy, while WSNs can
change their transmission rates to adapt to power require-
ments), variety in data transfer modes (e.g., web-services
typically respond in a single chunk, while WSNs services
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respond with a continuous stream), etc. By autonomy of
service providers, we mean that in an IoT environment,
the availability of service providers can dynamically change
according to their external variables (e.g., mobile services may
be passing through tunnels). However, in traditional networks,
if a resource is present and communicating, its availability can
be evaluated deterministically. Note, in all of these examples,
it is not our intention to claim that web-services, WSNs, and
mobile services are the only computational resources in IoT,
but rather that they are a typical and widespread means of
connecting things to the network. Problems encountered while
integrating web-services, WSNs, and mobile services into a
single application are therefore likely to be typical as well [6].

This paper presents our experience in developing a platform
that registers, discovers, and composes heterogeneous services
for an IoT application based on user goals. We describe how
related scientific and technical challenges are addressed in
our platform, and which are the open research challenges that
arise.

II. THE IOT SERVICES ARCHITECTURE

This paper models three main elements that participate in an
IoT application (Fig. 1): (i) heterogeneous service providers,
(ii) the service provisioning architecture, and (iii) service
consumers. The service consumers can be service developers
or end users.

We implemented a GIS-based application that functions as
the service consumer (end user). The service provisioning
architecture is the middleware that uses web-services that
gather data from online data repositories, WSNs that report
on sensor data available in a city, and also opportunistically
uses autonomous service providers (ASPs) that have dynamic
availability. Specifically, the application scenario allows a user
to find the best route from point A to point B in a city, while
taking into account data provided by various sources. For
example, if a user is using a bike then he might want to get the
fastest route, which also has the least amount of air pollution.
This scenario might change very quickly, if it begins to rain
heavily, in which case he would like to get the least flooded
route. In the same city, a user previously querying a public
transport-based route could change his mind, and ask for taxi
services instead. Thus, the domain of services to be used can
change very dynamically, with corresponding challenges in
discovering, composing and initiating de-centralized execution
amongst heterogeneous services that have not been designed
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Fig. 1. The IoT Services Architecture.

apriori to work with each other. Succinctly, the challenges
in this scenario, common to most IoT applications, are: (a)
the domain of services to be used can change dynamically;
(b) some services such as WSNs have to be discovered and
provisioned before they can be used; (¢) ASPs such as taxis
have a very dynamic availability. We present an IoT platform
that attempts to address these issues, and make the following
assumptions about service providers:

o Web service providers can publish service descriptions,
and respond to service requests at execution time using
SOA interfaces.

e WSN service providers (WSN-SPs) can publish service
descriptions, and communicate sensor data using the
publish/subscribe design pattern.

o ASPs can listen for discovery messages asking for avail-
able service information using publish/subscribe pattern.
They expose their services as SOA interfaces which can
be invoked by the architecture components at execution
time.

The overall approach is service-oriented and includes capa-
bilities to publish service information specified by providers,
search for services according to applications demands, and cre-
ate new services using available and multi-granular services.
We implemented a number of components (Fig. 1) to enable
interaction between the service consumers and providers, and
to register, discover, compose, and execute services from
heterogeneous, and dynamic providers. These components are:

Request Handler (RH): This component receives the appli-
cation request. It exposes an interface that receives requests,
establishes the communication channel with the application,
and sends requests to other components in the architecture.

Service Registration Engine (SRE): This component is in
charge of registering services from WSPs and WSN-SPs. It
uses service descriptions to create a domain-specific overlay
(DSO) to facilitate efficient and effective service discovery.

Service Discovery Engine (SDE): The SDE receives mes-
sages from the RH with the request information. It looks for

services that meet the request requirements from heteroge-
neous providers (i.e., WSPs WSN-SPs, and ASPs). If services
that directly achieve the application’s requirements are not
found, the SDE tries to discover a set of services which
can be composed together to form a composite service, in a
goal-oriented fashion. The SDE sends a list of the discovered
services to the SCEE, when the discovery is successful.

Service Composition and Execution Engine (SCEE):
The SCEE is responsible for the composition and execution
of services discovered by the SDE. During the composition
phase, this engine creates a list of flows using the services
received from the SDE and adds the necessary components to
enable sequential and parallel execution of services. During
the execution phase, this engine selects a flow from the list of
flows, and executes the services in this flow. It uses a guidepost
mechanism to handle service provider and gateway failures
during the execution.

WSN Service Providers: The WSN component of WSN-
SPs includes two main modules: a Configurable Service
Framework (CSF) and a Query Manager (QM). The CSF
creates multiple virtual instances of a network resource (i.e.,
a sensor object), and the QM manages access to these virtual
instances. Virtual instances provide access to a resource (i.e.,
sensor) with different QoS or sampling rate configurations.
When the QM receives a request, it uses a Service Agent
to reserve the instance and provide the data generated by
that instance as a service. The Service Agent and a virtual
instance uses a network flow to transfer data between them. To
make efficient usage of resources, services offered by various
instances are grouped into service families based on their QoS
and sampling rates.

The main activities of the overall architecture are to register,
discover, compose and execute services as follows:

A. Registration and Discovery

The registration process uses a P2P overlay network, on
top of the IoT service providers’ infrastructure to provide a
federated view of distributed and heterogeneous services [7].
The aggregated IoT service providers (SPs), such as IoT
gateways, WSN-SPs, with their registries are the peers of
the overlay network. We use the Kademlia DHT for the
overlay because of its simplicity, provable correctness, and
performance [8].

Semantic classification of a large number of multi-domain
IoT services can offer fast service discovery and composition.
The SRE in each gateway includes a domain-specific clas-
sifier to categorise the registered services according to their
domains. The classifier in each gateway uses a unified service
representation framework (USRF) to address description level
heterogeneity of the registered services. Each gateway or peer
in the overlay identifies the domains of its registered services
and build a gateway-level local DSO. The information about
local DSOs, communicated with the other peers during service
description (Sg4esc) publications and/or overlay maintenance,
incrementally builds a global DSO. As shown in Fig. 2,
the service registration follows a four step process: (i) An
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Fig. 2. Service Registration Process.

interested service provider (SP) sends a registration request
with one or more S to its nearest gateway. (ii) The classifier
in the gateway assigns Sges. to its local domain if domain
information is available in the Sg.s.. Otherwise, it applies
topic modelling on the Sg.s. to extract the domain information
and assign the Syes. to its local DSO. (iii) Finally, the gateway
publishes the Sges. with its domain information using DHT
protocol and helps in building the global DSO.

The SDE discovers services from heterogeneous providers
(i.e., WSPs WSN-SPs, and ASPs) through different mecha-
nisms. This component uses the DSO to discover web and
WSN services in a reactive manner. In addition to this,
the SDE proactively discovers available autonomous services
through publish/subscribe messages. The SDE follows a goal-
driven approach and implements backward planning (BP)
based on input/output (I/O) matching of service and request
parameters as in our previous work [9]. However, heterogene-
ity in the form of WSN services, which do not have input
parameters in their description as they are sensors deployed in
a specific location, prevents the SDE from discovering them.
To accommodate such services, we implemented two com-
ponents named WSN Discovery (WSND), and Composition
Aggregator which are exposed as services, and invoked during
execution time. These services have I/O parameters and can be
discovered by the backward-planning algorithm. The WSND
discovers WSN services in a given location. The input of this
service is a set coordinates which are available at execution
time.The output is a list of WSN service descriptions. This
information is the input for the Composition Aggregator. It
invokes each service in the list, and aggregates the data
retrieved from the WSN sensors.

Figure 3 illustrates the service discovery process, with
steps as follows: (i) The SDE extracts information related
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Fig. 3. Service Discovery Process.

to domains and the I/O parameters from the RH’s request.
(ii) The SDE looks for heterogeneous services in two parallel
process. It searches for web and WSN services in the DSO
using the domains as search parameters and gets a list of
service descriptions for each domain in the request. For
autonomous services, the SDE publishes a message with the
list of required domains. Any willing ASP that provides a
service in a requested domain, responds with the service
description. The SDE verifies whether the discovered services
cover the requested domains. If there are missing domains,
the SDE notifies that the request can not be solved. (iii) If the
domains are covered, the SDE performs backward planning to
discover chains of services that match the I/O parameters. The
backward planning is applied over the available services, and
the predefined architecture components (i.e., WSND, and the
Composition Aggregator). This algorithm discovers all possi-
ble service combinations that meet the request’s requirements.
This list includes a set of alternatives for the execution engine
in order to guarantee resilience if a service fails. (iv) The SDE
publishes the list of services to the SCEE.

If an alternative service involves the discovery of WSN
services (i.e., the alternative includes the WSND service com-
ponent), the SCEE invokes the WSND exposed by the SDE at
execution time. The SCEE sends the search parameters, and
the SDE performs the search in the DSO based on latitude
and longitude coordinates . Then, the SDE invokes the WSN
controller with the description of each discovered service.
Figure 4 (a) highlights the main activities that occur within
the WSN component after receiving a query from the SDE.

B. Composition and Decentralised Execution

The SCEE creates a list of possible service flows using
the list of services received from the SDE, selects a flow (if
multiple flows are generated) and invokes the services in this
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flow. The SCEE uses a decentralised mechanism to execute
the composition by invoking each service in a flow in the
gateway where the service is registered [9]. For example, if a
flow has the services S7, S and S3, where Sy is registered in
gateway GW1, Sy in GW5 and S3 in GWj3, the execution
engine invokes S; in GWj, appends the output generated
by this service to a composition message and sends this
composition message to the SCEE in GW5. Parallel execution
of service flows are handled similarly, with join operations
handling merged results. Two communication mechanisms are
supported: request/reply for WSPs, and publish/subscribe for
ASPs and WSN services. When a WSN service needs to be
invoked, the engine submits an activation task (Fig. 4 (b))
to the WSN provider using a REST request, and the WSN
provider replies with a 200 OK message. The activation task
includes the description of the service which is invoked, a
task identifier and an address of a MQTT broker where the
invocation response should be published. The engine then
subscribes to the MQTT broker specified in the activation task.
When the WSN provider generates a response to the request,
it will publish the data to the MQTT broker specified for that
task.

In contrast to the request/reply mechanism, the pub-
lish/subscribe approach increases the resilience of the execu-
tion since it allows the SCEE to be temporarily disconnected
from the MQTT broker without losing messages from the pub-
lishers (i.e., WSN-SPs). The combination of this approach with
the request/reply improves the scalability of the composition
engine since the SCEE does not have to wait for a response
from the WSN provider before it can submit another task.

Efficient resilience is achieved by merging the list of flows,
avoiding the re-execution of previous services when a com-
ponent has failed. For instance, if the initial list of flows is
flow Fy = (51, S2, S3), F2 = (51, S2, S4) and F3 = (S5,
Se, S7), then flows I} and F5 are merged and the engine in
the gateway that registers S guides the execution towards the
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most appropriate path, since there are two possible branches
that could follow the invocation of S5: S5 and Sy.

Figure 5 shows the service composition and execution
process, with steps as follows: (i) The SCEE receives a list of
services from the SDE and builds a list of flows using these
services. It extract a flow from this list, and then proceeds with
the execution of the flow. It extracts the first service from the
flow. If this service was registered on this gateway, it proceeds
with the execution of the service. Otherwise, it extracts the
address of the gateway where the service is registered, and
moves the rest of the execution to that gateway. (ii) The SCEE
invokes the service that was extracted in the previous step. If
the service invocation fails, then the execution jumps back
to the last guidepost. If no guidepost is available, another
service flow is selected from the list of flows and the execution
proceeds as in step 1. If there are no alternative services, then
the engine returns an execution error to the request/response
handler. (iii) The SCEE finishes the execution the last service
from the chain and returns execution result of the composition
to the request/response handler.

C. Recovery from Failure

The SCEE uses a guidepost mechanism to enable resilient
execution of the composition. This mechanism can reconfigure
the service execution flow after service provider and gateway
failures by creating guideposts. The guideposts are created
by merging the list of service flows. The guideposts store
the possible execution branches for a particular flow. When a
service provider fails, the execution will jump back to the last
available guidepost. If no guidepost is available, the execution
engine will start from the beginning of the next available flow.

Figure 6 shows the reconfiguration process after a service
provider has failed during a service invocation. The SCEE
created two service flows using the services retrieved from
SDE: F; = (S1, S2, S4) and Fy = (Sq, S3, S4), where service
S is registered in gateway GW;p, So and S5 are registered
in GWs, and Sy in GW3. After the flows merging phase, the
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SCEE in gateway (G; becomes a guidepost since there are two
possible branches for execution: S2 (a Water Level Service
provided by the WSN provider) and Ss (a Flooding Level
Service provided by a WS provider). The SCEE in gateway
GW; invokes S;, and passes the result of the invocation
and the rest of the composition plan through a composition
message to GWs. In GWs, the invocation of Sy fails. The
SCEE engine in GW5 searches for the last guidepost in the
composition plan and finds GWj. It informs GW; that the
invocation of the service provider So has failed. The SCEE
in GW; changes the execution plan to the second alternative
which is S3. If the invocation of S5 fails, and since there are no
more branches in guidepost G and no other available flows,
the SCEE informs the client component that the execution has
failed.

III. THE IMPLEMENTATION

Figure 7 presents the physical deployment of the architec-
ture. We implemented an android application as the service
consumer. We used five Raspberry Pis 3 as gateways connected
in a WiFi MANET. All these gateways installed all the
architecture components (i.e., RH, SRE, distributed service
registry, SDE, and SCEE). Five Raspberry Pis 3, two Galileo
boards, and six motes where used as service providers, they
also used WiFi to communicate with gateways. The motes
represented the sensors which were managed by a particular
gateways that was the WSN service provider.

The GIS-application was developed to demonstrate a true
anything-to-any-computational-object connectivity. A user can
pick two points on the map then select the best way to
navigate between these points, by choosing least flooded,
least air polluted or least noisy. These choices involve a
behind-the-scenes dynamic search for the appropriate domains
(transport, flood-level historical data, water-sensors, air and
noise pollution), services for that domain, composition (along
with connectors and aggregators) of services, with the facility
to fallback on alternate services. As Figure 7 shows, the imple-
mentation is distributed across multiple devices, with differing
capabilities. The ASPs dynamically appear and disappear from
the environment, while some services are offered by a mix
of web-services and WSNs. Figure 8 shows a screenshot of
the android application. It allows the user to pick two points
on the map, and then select the best way to navigate between
these points. Once the user has sent the request, they receive a
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response with the appropriate route to take, which is indicated
by a line on the map. As can be seen in the figure, the route
chosen avoids the flooding.

The implementation partially addresses a number of chal-
lenges to enable arbitrary service providers to connect to each
other. These are as follows:

Heterogeneous Service Representation: The heteroge-
neous representation of services by different providers is a
challenge to extract meaningful information from service de-
scriptions in both registration and discovery. Our architecture
implements individual data structures and processes to extract
information from different description (i.e., WSN, ASP, WS
descriptions). Also, components such as WSND allow search
of services using the information generated at execution time,
which cannot be used in prior steps.

Goal-driven discovery of WSN Services: The discovery
of WSN services was difficult because of the absence of input
parameters. The challenge was to search services that meet
a goal given by the user when sensors can be discovered by
different attributes available at execution time. We designed
and implemented particular discovery and aggregation compo-



nents (i.e., WSND, and Composition Aggregator). They were
exposed as services with input and output parameters that can
be discovered by our SDE and then executed by the SCEE.

One-shot service invocations versus long-running service
invocations: Along with service representation heterogeneity,
there are also structural problems with how data is aggregated
and sent to the next service down-the-line. For example,
WSNs expect to continuously stream data, but a web service
expects all the data during the processing time. The SCEE
accumulates the data messages received from WSNs before
sending the output to the next service in the flow. A route-
finding WS cannot start processing, until it knows all of the
pollution/flood/any-other-sensor data for the entire map.

Resource reservation: The E2E resource reservation for
a service is challenging because of a two-phase service
access process. Use of virtualisation ease the process. In
WSN providers, the configuration service framework reserves
node and communication resources for the service provider’s
application, based on the SP’s requirements. However, it does
not reserve communication resources to the infrastructure sink,
because it does not know the access parameters yet. Once a
consumer comes in, they will query the infrastructure with the
exact access details and a desired QoS.

IV. OPEN SCIENTIFIC CHALLENGES

While the challenges raised by the heterogeneity and au-
tonomy inherent in IoT were partially addressed by suitable
components in our implementation, there are still scientific
challenges that represent an obstacle to realizing the true IoT
vision of all things being connected. The implementation re-
ported here, through small, highlighted a number of remaining
challenges as follows:

Heterogeneous Service Descriptions: We address ser-
vice representation heterogeneity implementing individual data
structures and processes for each service provider in our
scenario. The appearance of a new provider or service rep-
resentation will require additional programming efforts and
produce maintainability issues. More adaptable approaches
are needed to handle heterogeneous representations without
autonomously

Autonomically deducing domain: Multi-domain services
may look alike in their textual description and their signature.
But it is important to be able to distinguish between them.
For instance, a service that measures the ambient tempera-
ture of an urban area, and a service that measures the soil
temperature may be located quite close to each other, have
service descriptions that are very similar and may exhibit
the same signature. However, autonomically differentiating
between these two services is difficult, especially when their
descriptions are short and contain insufficient information.

Composing services without input parameters: Current
composition approaches are based on matchmaking of IOPE
parameters to chain services [10]. However, IoT environments
include services without these attributes. It is challenging to
include these kind of services in the current composition
models. The parameters to search these services are related to

information that is available at execution time (e.g., location).
Although our proposed components suit for the scenario re-
ported here, more generic, adaptable, and reusable components
are needed for scenarios in different domains.

Failure is indistinguishable from new requests: It is
difficult to distinguish whether a user is requesting a second
composition, because the first is slow or the user has two
similar needs. This influences the SCEE’s decision of whether
to stop a particular composition or let it continue providing
data.

Other: Other key challenges relating to the true realiza-
tion of IoT are scalability, interoperability, resource conflict
management, security and privacy, and end-to-end QoS sup-
port, which we have previously reported from a qualitative
study [3].

CONCLUSION

This paper reports the implementation of a platform to
manage heterogeneous, autonomous, and resilient services in
the IoT. We describe the challenges that we faced and how
we addressed them in a mobility IoT scenario. Finally, we
highlight the remaining research challenges for a generic IoT
services architecture.
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